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 Established CUI Program
 Executive Agent (EA) to implement the E.O. 

and oversee department and agency actions 
to ensure compliance

 An open and uniform program to manage all 
unclassified information within the executive 
branch that requires safeguarding and 
dissemination controls as required by law, 
regulation, and Government-wide policy



 Agencies must use NIST SP 800-171 when 
establishing security requirements to protect 
CUI’s confidentiality on non-federal 



 The 800-171 framework consists of 
administrative, technical, and 
operational security controls designed 
to focus on protecting the 
confidentiality of unclassified-but-
controlled information. There are 110 
separate controls that fall into 14 
different control families.



 The project’s proposal announcement guidelines or the research 





 Yes. Failure to comply may result in contract 
challenges to, or loss of, research awards and 
may result in future ineligibility to be 
awarded contracts from federal agencies.
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